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1.
Introduction

TS 22.185 includes following requirements regarding V2X security:
[R.5.3-004]
The 3GPP system shall support the anonymity of UE supporting V2X application and the integrity protection of the transmission.

[R.5.3-005] The 3GPP system should be able to support UE privacy for V2X communications, by ensuring that a UE cannot be tracked or identified by any other UE beyond a certain short time-period required by the application.

[R.5.3-006]
Subject to regulatory requirements and/or operator policy, the 3GPP system shall support UE privacy for V2X communication, such that UEs cannot be tracked or identified by the operator or a third party.
Based on these requirements, [1] raised potential concerns and issues when LTE-Uu is used to support LTE V2X.  
2.
Discussion

In [1], following three challenges are mentioned. 

1. All UEs in a region must switch EPS identities, IP source addresses and application-layer credentials at the exact same time in order to avoid correlation of the data from the previous period. This may require re-attach procedures and new IP address assignments, which may pose periodic surges in signalling load of the serving network.

2. The V2X UE cannot be used for other traffic than V2X, and therefore another UE instance is required if the vehicle/device has other application traffic.

3. Lawful Interception may still apply to LTE-Uu based V2X, as the traffic goes through the network. It is therefore necessary for the system to allow an authorized entity (e.g. LEA, Law Enforcement Agency) to obtain enough information to do the correlation of the V2X messages sent via the network by a UE under surveillance (identified by IMSI/IMEI).

In the subsection, each challenge is discussed in detail.

2.1 Identities for V2X UE 

It is considered that the challenge that all UEs in a region must switch their identities such as EPS IDs and IP addresses at the exact same time is motivated by the following observation described in 2.3. Observations on LTE-Uu based V2V operations and privacy of [1].
4. When the identity needs to be rolled, all of the UE’s identities and addresses need to change as well, otherwise, the network would be able to track the UE. These identifies include:

· Application-layer identifiable information in the V2V message (e.g. key used to sign safety messages) 
· Transport layer identifier, e.g. IP addresses
· Identity used to establish the EPS connectivity (e.g. IMSI, TMSI)

· Radio Layer identifier, e.g. the C-RNTI

Usually, the first two information above are revealed to the third party. On the other hand, the last two identifiers are only used within the operator’s network which means not revealed to the third party. Currently, it is not clear from [R.5.3-006] which level of UE privacy shall be supported by the 3GPP system, what “UEs cannot be tracked or identified by the operator or a third party” means, and whether same level of UE privacy should be provided to the operator and the third party in terms of user/UE information disclosure because the operator has to authorize UEs to provide V2X service based on the following service requirements.
[R.5.3-001] The 3GPP network shall provide a means for the MNO to authorize a UE supporting V2X application to perform V2X communication when served by E-UTRAN supporting V2X communication.

[R.5.3-002]
The 3GPP network shall provide a means (e.g., pre-authorization) for the MNO to authorize a UE supporting V2X application to perform V2X communication when not served by E-UTRAN supporting V2X communication.

Moreover, according to PC5 operation specified in Rel-12/13, the UE in connected mode sends a SidelinkUEInformation message to the eNB for PC5 operation so that the UE can inform the eNB of its interest or no longer interest to receive sidelink communication, to request assignment or release of transmission resources for sidelink communication, etc. This procedure may be performed in several cases including upon successful connection establishment, upon change of interest, upon change to a PCell broadcasting SIB18 and so on. For mode 1 operation of direct communication, the UE has to send the eNB a sidelink BSR to get a grant for PC5 resource. These PC5 related operations may allow the network trace and identify the UE although V2X messages do not traverse the network.
2.2 Use of other UE instance for other traffic 

For Non-V2X service such as voice call or streaming service, the V-UE (vehicle UE) may use separate APN for separate PDN connection. This is already the case for the vehicles available today installed with Internet connectivity.

Then, according to the following description in clause 4.1.4 “Vehicle-to-Network (V2N) application” of TS 22.185, V2N Service is obviously same to Internet service and something that vehicle equipped with Release 13 UE can use.

The UE supporting V2N applications communicates with an application server supporting V2N applications. Both parties communicate with each other via EPS. The application server and its location are out of 3GPP scope.
One example is a navigation App available today. From user perspective, it is the application using normal Internet PDN connection which other general applications also use. 

Also, considering the MBMS-based V2X traffic transmission for LTE Uu-based V2X, V2N Service can be realized by the eMBMS architecture described in clause 4.1.2 “eMBMS architecture enhancement for V2X” of TR 23.785 which means using macro eMBMS architecture while V2V/P/I Services can be realized by Solution #3 of TR 23.785 introducing localized eMBMS architecture for latency improvement. Therefore, V2N traffic as well as non-V2X traffic can be broadcasted via separate MBMS bearer from V2V/P/I traffic. 

Based on above points, privacy issue does not necessarily lead to multiple UE instances. Rather, using multiple PDN connections and separate MBMS bearer for traffic of different characteristics/requirements are enough.
2.3 Lawful Interception and privacy 

Lawful interception is related to the something that operator/UEs are subject to, based on regulatory requirements relevant to the territory where the operator practices its business. In most cases, it is expected that the LI and privacy law is consistent. If LI requirement says one thing and privacy law states the other, it should not be used as a discussion topic in 3GPP. If LI is required to be implemented for an operator within a certain territory and if it is further defined as including V2X Service also, there is no need for us to be concerned because it means that privacy related to V2X Service does not apply within that territory. It is natural to assume that even V2X communication over PC5 interface is up to LI within that territory. It is noted that interception for ProSe one-to-many communications is specified in TS 33.107.
So, if LI raises privacy issue for LTE-Uu based V2X, same issue may exist for PC5-based V2X. 

3. 
Proposal
Based on the discussion above, privacy related service requirements matter not only to LTE-Uu based V2X but also to PC5 based V2X. Also, there might be conflict with authorization and integrity requirements of V2X for some instances. We think that it would be better to have clear service requirements related to privacy to progress the V2X study in SA2 as well as in SA3 with common and clear understanding on the service requirements. 
Therefore, we propose to send SA1 an LS to request clarification on the privacy related service requirements, e.g. on which level of UE privacy shall be supported by the 3GPP system, what “UEs cannot be tracked or identified by the operator or a third party” means, and whether same level of UE privacy should be provided to the operator and the third party in terms of user/UE information disclosure. Notice that the clarified requirements may need further technical feasibility study in SA3 with holistic view thereafter.
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